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LLMs adapt at test time

Test-Time Training updates model weights
on-the-fly to improve performance on
individual inputs.

Safety is baked into static weights
Alignment assumes fixed parameters. It was never
designed to survive weight updates.

TTT overwrites safety guardrails

Even a few finetuning steps are enough to erase safety
guardrails, turning a safe model into an unsafe one.

We expose this vulnerability across 7 open-
weight models and production APIs.

On GPT-0OSS 120B, ASR@10 achieves 98% in generation-
phase and 100% in few-shot, via the Tinker API.
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The model adapts on the user's own clean
prompt. No adversarial data needed.

+15PP avg. ASR@10

increase over baseline.

No TTT

0% mm With TTT

Gemma 7B . 8%

2%
Llama3 8B -22%)

4%
Llama3 70B .8%

8%
Qwen2.5 1.5B -26%
2%
TEEE T 55
0%

Qwen3 8B - 16%

2%

Qwen3 32B IZ%

ASR@10 (%)

Even clean, unmodified prompts degrade
safety alignment.

@ Additional results
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@' Few-shot

Adversary supplies K=5 harmful prompt-
affirmative prefix pairs to train.
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Moreover, a single example (K=1) is
already enough to break alignment.
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Adversary conditions the model on an
affirmative prefix.
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Priming the model to comply is enough.
No harmful content needed.

Q Ta keaways

TTT exposes a hew attack surface.

Attacks transfer to production APIs.

Safety evaluation must go dynamic.




